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BEGKHOFF Introduction

1 Introduction

TwinSAFE includes several innovations that bring more functionality and performance to your safety
controller. A major innovation is that the functionality of the safety controller is integrated in each TwinSAFE
component. This means that you can, for example, use a TWinSAFE input component both as an input
component and the safety control integrated on it to use application-specific pre-processing.

This is tutorial 6 of a tutorial series.
The aim of this tutorial series is to familiarize you with the TwinSAFE innovations using individual examples.

This tutorial is about the configuration and usage of the Backup/Restore function with an AX8000.

1.1 Issue statuses

Version Comment

1.0.0 * First released version
0.0.1 e First draft

1.2 Requirements

Meet the following requirements for this tutorial:
» TwinCAT 3 version = 3.1.4024.11
« TwinCAT Safety Editor TE9000 = 1.2.1.1
TwinSAFE firmware = 03
AX8000 firmware = 0104; with default module ID active
TC3 EL6910 Backup Restore Lib version = 3.3.0.2

1.3 Starting point

At the starting point of the tutorial

+ astandard PLC solution with an EL6910 project exists.
» a AX8000 SLP project exists.
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1.4 Demo system
141 Hardware

The demo system of this tutorial consists of the following hardware:

» CX for EtherCAT communication and the standard PLC controller
EL6910 as master TWinSAFE Logic
EL1918 with safe inputs for reading light barrier signals

Light barrier
AX8000-x2xx

1.4.2 Desired safety functionality

This tutorial describes the realization of the following safety functionalities:

» Backup/Restore for EL6910 and AX8000 are configurated.
» Backup/Restore functionality is activated via PLC.
* Projects and user administration are restored.

4 Version: 1.0.0
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1.5 Approach

1.51 Classic solution

Startup communication

project CRC EL1918
EL6910 » EL1904
EL2904
» Centralized safety project
» Project CRC distributed to slaves
Restore mode

project CRC EL1918
EL6910 EL1904
EL2904
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1.5.2 Tutorial solution
project CRC AXBXXX-X2XX
(EL6910)
project CRC
EL6910 (AX8000)
project CRC
(EL6910) EL1918
» Centralized safety project + AX8000 project
» Logic to logic connection
+ EL6910 and AX8000 must distribute project CRC
» Dependence of projects
6 Version: 1.0.0 Backup/Restore for AX8000
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2 Demonstration

2.1 Configuration

To the starting point of the tutorial you see a standard PLC with the Backup/Restore program.

You also see the added library "TC3_EL6910_Backup_Restore" in version 3.3.0.2.

211 Create test user

To configure the backup/restore, first create a test user as follows:
4 |4} SAFEMOTION SLP
4 | SAFEMOTION SLP Project
. References
m+ Target System
b 4 GVLs

il User FBs
od ChA_ChB_Connection_Input
d ChA_SLP_1
«d ChA_STO_SS1_ErrorHandling
. ChB_STO_SS1_ErrorHandling
od ChA_ChB_Connection_Output
SAFEMOTION SLP Instance

1. Open the file "Target System" in the SLP project
saremotionste = x [N

v v v v v

Target System
Backup/Restore
Documentation

Project Settings

2. Open the tab "User Administration”

The user administration opens.

User List

Gel User List

N

3. Click on "Get User List" to read out the existing users
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User List

4. Click on "Add User(s)" to add a new user

User Administration

| Be aware that TwanCAT is running! if you continue (OK) the safe

communication will be shut down!

5] e

Gel User List

Add Usaer(s)

Change Password

A warning window appears informing you that in Run mode the secure communication will be interrupted.

5. Close window with "OK”

Add User(s)
Steps

Login
Username:

Senal Number:

Password:

Login

2287874

[¥ex

The "Login" window opens. Here you log in to the target system.

6. Enter serial number
7. Enter password
8. Confirm window with "Next”

Version: 1.0.0
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Add User(s) n
Steps Add User(s)
New User

User Credentials = Access Rights
Add User(s)

Usemame: TestUser

Password: sssses

Repeat Password: oy

> i X ‘ [] Keep Values

New User(s) Access Rights

In the "Add User(s)" window, enter your user data.

9. Enter the desired user name

10. Enter the desired password for the user name

11. Enter the password again

12.Click on the " >> " field

Add User(s) n

Steps Add User(s)
New User

User Credentials Access Rights

stalint ki [¢?]kchange Password &)

[+] pownioad Safe Logic Data | *

[v] pownload Mapping Data m*

[v] Ppownload Safe User Data/Replacement Values g*
[v] Ppownload Info Data *

[ ]jpownload Project Data in Restore Mode

] Rctivate/Deactivate Groups &

>> X ] Keep Values
| |

i,

New User(s) Access Rights

No access nghts selected Finish | Cancel

You will get to the "Access Rights" tab. Here you set the user rights. In the use case of this tutorial the new
user gets all rights except the right to download data in restore mode.

13. Click on the box for the desired rights to select them. Do not select the right "Download Project Data in
Restore Mode".
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14.Click on the box " >>"
Add User(s) n

Steps Add User(s)

New User

[] Change Password &

[C] Downioad Safe Logic Data | *

[] Download Mapping Data p*

[] Download Safe User Data/Replacement Values 5*
[[] Download info Data 1*

[ Downioad Project Data in Restore Mode ¥*

(7] Activate/Deactivate Groups &~

Add User(s)

l >> | [ X l [] Keep Values
New User(s) Access Rights |
TestUser 8 vt
Finish | Cancel |

15. Close the window with "Finish”

Gel User List

Add Usurnis)
Dwdots Ubsenr(9)
Chnnge Password

Change Acoues RBgivs

You will now see the newly created user.

Project Build Debug  TwinCAT
o-S R ¥ a9 -

ed) ~RcE ﬂ Save All (Ctrl+Shift+S)

16. Click "Save all" in the menu bar to save the settings
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21.2 Configurate Backup/Restore

To configure the Backup/Restore function, follow the steps below for the AX8000-Safety project and for the
EL6910-Safety project.

The screenshots show the procedure for the AX8000-Safety project as an example.
1. Open target system

Target System

User Administration

Backup/Restore

Documentation
Project Settings
2. Open the "Backup/Restore" tab
Activate Backup/Restore
3. Click on the box "Activate Backup/Restore" to activate the Backup/Restore

4. click on the boxes to activate the settings according to the following illustrations

AX8000 Safety project

Store Store Slave | Store Master Read
Alias Device Project CRC Project CRC | Project CRC  Project CRC
in Slave n Master in Slave from Master

SAFEMOTION FSoE Connection (ChA_ChB_Connection_input)

By activating the Backup/Restore settings you define the dependency of the AX8000 with the EL6910. With
these settings you define that the master project CRC is stored in the slave and that the master can read the
project CRC of the slave.

EL6910 Safety project
Store Store Slave | Store Master Read
Alias Device Project CRC Project CRC | Project CRC  Project CRC
n Slave in Master in Slave from Master
Term 2 (EL1918) - Module 1 (FSOE) (Safety_Demo_Group)

Connection to Drive 13 (AX8206-0210-0104) (Safety Demo Group)

By activating the Backup/Restore settings you define the dependency of the EL6910 with the AX8000 and
the EL1918. With these settings you define that the project CRC is stored in the slave and the master stores
the slave project CRC.

User Admenistration
Restore User Administration

5. Click the box at "Restore User Administration”

This activates the restoring of the user administration.

Backup/Restore for AX8000 Version: 1.0.0 11
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2.2 Download safety project

After configuration, download the safety projects. To do this, proceed as follows:
EIB ' Ga” ‘ i ‘
m_Multi—Download Safety Project(s)

1. Click on "Multi-Download Safety Project(s)"

The multi-download resolves the dependencies of the projects.

Select Valid Project(s)

Download Project Name Physical Device CRCs Target System Backup/Restore masters Backup/Restore slaves
| OF 4
|v SAFEMOTION CONTROL  Term 10 (EL6910) B 0x4F75 | 0x3F75 | Ox7289 | 07289 ELES10 v (2) 1 Dependency
SAFEMOTION SLP
| @ 1 opende
v SAFEMOTION SLP Drive 13 (AX8206-0210-0104) [} OxEC79 | OxECT9 | Ox8AB3 | (x98D5  AXBI1x s N per

SAFEMOTION CONTROL

The "Select Valid Project(s)" window opens. Here you can see which safety projects you can download. In
addition, the window shows the dependencies of the displayed projects among each other in the columns of
the Backup/Restore mode.

If two or more projects have dependencies among themselves, you are obliged to download all dependent
projects together.

You also have the possibility to ignore these dependencies by activating the "Ignore Backup/Restore settings
dependent projects" field, but then the projects will not be consistent after downloading.

2. Select the safety projects that you want to download
3. Confirm the selection with “Next”

General Download Settings

Complete Download

Download complete project data with default group customization settings (customization is possible after the download) and use these login credentials for each project:

Usermname: Administrator

Password: sessssnse

Please verify the Serial Number of each project

Verified Project Name Physical Device Senal Number Target System Backup/Restore masters Backup/Restore slaves
o SAFEMOTION CONTROL  Term 10 (EL6910) 99399 EL6910 b ependen @ 1 Dependency
v SAFEMOTION SLP Drive 13 (AX8206-0210-0104) 2287874 AXBI1x @ 1 Dependency v

4. Enter the username and password in the "General Download Settings" window
Default username: Administrator

Default password: TwinSAFE

5. Select the safety projects that you want to download
6. Confirm the selection with “Next”
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Final Verification
Project Name Physical Device Download Result Target Sy Backup/Restore masters Backup/Restore slaves
r e mi (i Ve ¥
SAFEMOTION CONTROL  Term 10 (EL6910) e Logi Data 0% KB6H V] EL6910 (%) 0 Dependencies (®) 1 Dependency
R s = ) SAFEMOTION SLP
yla Ox0F4T wOF 4 a
ik Thne
SAFEMOTION SLP Drive 13 (AXB206-0210-0104) | Safe Logic Data Ox74A2 X7 4AQ ] AXBO1X (&) 1 Dependency v
Voreing Dats A 9 SAFEMOTION CONTROL
Parameter Data OnFF37 OnFF37 Q
Mﬂmtnu‘)‘v«iﬁ«lthdmmmmdlmwln.mﬂﬂlommmmwmhmdmmlw
7. Check the CRCs in the "Final Verification" window
This window again shows you the project dependencies.
8. If the CRCs match, click on the box to confirm the verification
9. Confirm the window with “Next”
Activation
Login Credentials
Username: Administratc
Password: sessssns
. Activate Project Name Physical Device Target System Backup/Restore masters Backup/Restore slaves
[ SAFEMOTION CONTROL Term 10 (EL6910) EL6910 ¥ 0 Dependencie ®TDependency
SAFEMOTION SLP Drive 13 (AX8206-0210-0104) AX891x (%) 1 Dependency ¥) 0 Dependencies

The "Activation" window opens, in which you activate the safety projects.
10. Enter the default password

11. Check if the safety projects are selected
12. Confirm the selection with “Next”

Multi-Download Result

Activated Downloaded Project Name Physical Device Target Systen] Backup/Restore Settings Packup/Restore masters Backup/Restore slaves
Q9 O SAFEMOTION CONTROL Term 10 (EL6910) EL6910 V] v 0 Dependencies () 1 Dependency
o O SAFEMOTION SLP Drive 13 (AX8206-0210-0104) Axa9x | (D (¥) 1Dependency (%) 0 Dependencies

13. Close the window "Multi-Download Result" with “Finish”

The column "Backup/Restore Settings" shows you the successful download of the Backup/Restore settings.
Your safety projects are now downloaded and active.

14. Click on "Save all" in the menu bar to save the settings

Backup/Restore for AX8000 Version: 1.0.0 13
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2.3 Check communication

Before using the Backup/Restore, check if the projects are up again.

4 =% Device 1 (EtherCAT)
*8 Image

*® Image-Info

2 SyncUnits

= Inputs

B Outputs

@ InfoData

[i Term 8 (EK1200)

b ™ Term O (EL1918

A VYV VYT W

b ¥z Term 11 (EK1122)
1. Open the process image of the EL6910 for this purpose

Name Online Type Size >Addre.. In/Out User D Linked to
¥ Message 4 TXPDO X 360067 F2 04 00 Safety.FSOE.. 6.0 15710 Input 0 FSOE . FSoE Outputs . Mo
5 Message 68 TxP.. X 360310CAB84030097C70100 FSOE_11 1.0 15770  Input 0 Message_1 . FSoE Slave ...
# Safe Logic State 1 USINT 10 15880 Input 0
# Cycle Counter 195 USINT 1.0 15890 Input 0
+* WeState 0 BIT 01 3058.0 Input 0
# InputToggle 0 BIT 0.1 30600 Input O
¥ State 8 UINT 2.0 30940 Input 0
¥ AdsAddr 3.53.213.218.2.1:1002 AMSADDR B0 3096.0 Input 0
Message_4 RxPDO X 365014 22 0A 04 00 FSOE_7 70 15710 Output 0 FSOE . FSoE Inputs . Mod...
Message 68 RxP.. X 3681006EF08100D3210100 FSOE_11 1.0 15780 Output 0 Message_1. FSoE Slave .
" Standard InVar1 X 1 L‘@ BIT 01 15890 Output 0 MAIN.TS_Run . PlcTask O...
®-Standard InVar2 X 1 BIT 0.1 1589.1 Output 0 MAIN.TS_ErrAck . PicTask
®-Standard InVar15 X 0 BIT 0.1 15892 Output 0 MAIN.AX_SS1_1_CMD_Ch.
" Standard InVar 16 X 0 BIT 01 15893 Output 0 MAINAX_Err ACK ChA .
" Standard InVar 17 X 0 BIT 01 15804  Output 0 MAIN.AX_SS1_1_CMD_Ch_

Here you can see that the communication to the AX8000 as well as to the EL1918 is running up
successfully.
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24 Use Backup/Restore

In this tutorial, the procedure is shown as an example with a test user and the Backup/Restore with the same

components.

The procedure is identical for an exchange of the components.

241 Perform backup

The backup/restore is controlled by the standard PLC.

4 B riC
« B ricC
4 gl PLC Project

b L External Types

P [z References
d DUTs
- GVLs

4 . POUs

5 BackupRestcyreST (PRG)
&) MAIN (PRG)"S

J VISUs
25 PLCtme
4 gh PicTask (PlcTask1)
% MAIN
=] BackupRestoreST
b TF PLC Instance
1. Open PLC project

2. Create and open a program part for Backup/Restore

In this tutorial the creation of this program part is done in advance.

The program part contains triggers, for example to trigger the saving of the project.

CASE BackupRestcoreCasasl 7 OF

- H TART Safe EL6P10 and AX

= . IF 1:3:::t£'n7oh1!=_g THEN
] Ba-::ku;-Rqst-)re:‘asqu = :

END_IF

3. Set the value "bStartSaveAll" to TRUE to execute a backup

The backup will be saved to disk or to your desired location.
4. Wait until the backup is finished

Next is how the restore mode works.

Backup/Restore for AX8000 Version: 1.0.0

15



Demonstration BEGKHOFF

242 Restore EL6910

In the process image of the EL6910 you can see that the EL6910 is communicating as desired.

Now proceed as follows to delete the EL6910 project from the EL6910.

- Delete Safety Project I

1. Click on "Delete Safety Project" in the menu bar

Delete Project Data from Safety Device n
Steps Choose Safety Device
Choose Safety Device Please choose a safety device from the |/O-Tree:

4 TwinCAT Demo Project
4 Device 1 (EtherCAT)

4 Term 8 (EK1200)

| Term 9 (EL1918)
[ rerm 10 EL6910)
4 Term 11 (EK1122)
4 Term 12 (AX8620-0000-0103) [
Drive 13 (AX8206-0210-0104)

' [ Nex ] [ concer |

The "Choose Safety Device" window shows you all devices from which you can delete project data.

2. Select EL6910
3. Confirm selection with "Next”

16 Version: 1.0.0 Backup/Restore for AX8000



BEGKHOFF Demonstration

Delete Project Data from Safety Device (Term 10 (EL6910)) n
Steps Verify Safety Device
Usemame: Administrator
Verify Safety Device
Password: sEfasass

Please verify the safety device data:

Verified FSoE-Address Physical Device Serial Number Project C:
T Term 10 (EL6910) 99999 0x7289

| Back | Nt | Cancel

L

In the "Verify Safety Data" window, verify your selection.

4. Enter username and password
Default username: Administrator

Default password: TWinSAFE
5. Select EL6910
6. Confirm selection with "Next”

Delete Project Data from Safety Device (Term 10 (EL6910)) u

Steps Delete Project Data

Select Data:

Safe Logic Mapping and Parameter Data ¥

Delete Project Data

[ Back || Finish[}] L__Cancel |

In the window "Delete Project Data" you can select via the drop-down menu what you want to delete.
7. Select "Safe Logic, Mapping and Parameter Data”
8. Confirm selection with "Finish”

Backup/Restore for AX8000 Version: 1.0.0 17
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On the process image of the EL6910 you can now see that communication has been stopped, since the
EL6910 no longer contains a project.

9. Open the program section in the PLC project

TART Restore ELES1D

- . IF bStar tﬁ;st-; re-ELE-Slv.L'.- = TRAUE THEN
Backupnrat-:rw?nsa::ﬁj 1= 12
END 1P
10. Set the value "bStartRestoreEL6910" to TRUE to start the restore

You will receive a message about the successful restore.

11. Open the process image of the EL6910

You see that the EL6910 has restarted and the project is working as expected.

243 Restore AX8000 and user administration
1. Repeat steps 2 to 10 from chapter Restore EL6910 [»_16] for the AX8000 to delete the AX8000 project

You can now see from the EL6910 process image that the connection to the AX8000 no longer exists, since
the AX8000 no longer has a safety project.

To restore the user administration, first delete the test user. To do this, proceed as follows:

4 |43 SAFEMOTION SLP
4 | SAFEMOTION SLP Project
.4 References
b L GVLs

il User FBs
od ChA_ChB_Connection_Input
d ChA_SLP_1
«d ChA_STO_SS1_ErrorHandling
.4 ChB_STO_SS1_ErrorHandling

od ChA_ChB_Connection_Output
[88] SAFEMOTION SLP Instance

2. Open target system
3. Open tab "User Administration”
4. Click on "Get User List”

User List

Administrator
Get User List

v v v v v

Delete User(s)

Change Password
Change Access Rights

5. Select test user
6. Click "Delete User(s)"
7. Close warning message with "OK”
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Delete User(s) ﬂ
Steps Login/Delete User(s)
Login/Delete User(s)
Username:
Serial Number: 2287874
Password: sssssene

e ] [ e

8. In the window "Login/Delete User(s)" enter the serial number and the previously selected password
9. Close window with "Finish"

10. Click on "Get User List”
You will see only the administrator in the user list. The user list is now on the level of a newly installed
AX8000.

11. Open Backup/Restore subroutine

- : IF bStartRestorehXB51 = TRUE THEN
Bn:kupRc::;-:c(.‘a:e{____jE_ b == 101;
END_IF
12. Set the value "bStartRestoreAX8000" to TRUE to start the restore of the AX8000 and the user
management
13. Wait until the restore is finished
14. Open process image of the EL6910

Here you can now see how the connection to the AX8000 also starts up again successfully.

15. Open AX8000 project
16. Open tab "User Administration"
17.Click on "Get User List”

Here you can see that the test user has been successfully restored and is again available in the safety
project.

Backup/Restore for AX8000 Version: 1.0.0
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2.5 TC3 EL6910 Backup/Restore Lib

The TC3 EL6910 Backup/Restore Lib consists of 3 function blocks:
* FB save backup
+ FB delete project
» FB restore project.

In the function blocks you have the possibility to make Backup/Restore settings. The blocks are identical for
all logic-integrated components.

The TC3 EL6910 Backup/Restore Lib can be found via https://www.beckhoff.com/de-de/produkte/
automation/twinsafe/twinsafe-hardware/el6910.html in the Documentation & Downloads > Software & Tools
tab.

20 Version: 1.0.0 Backup/Restore for AX8000
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www.beckhoff.com/twinsafe/
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Hilshorstweg 20

33415 Verl

Germany

Phone: +49 5246 9630
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